k I Okem If they can't find your data,
N N they can't steal your data.

ai-driven security

Ransomware andéata theft are trillion-dollar threats
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Use Cases

Use cases fall into 2 categories: documents and databases.
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Documents (word, Excel, email, attachments, reports, briefs)

* Provides the maximum control at the field level while making each field
data breach-safe, ransomware-safe, quantum computer-safe, and
GDPR/CCPA-safe.

* Individually fields are identified programmatically or manually.
« Each field has its own security, rules, permissions, and owner.
« Each can be cut and pasted into other documents.

* No matter where the field ends up, its security, rules, permissions, and
owner remain the same.



Excel for financial services

We created a proof-of-concept for our first patent — an Excel
plug-in that lets users identify sensitive data that is then
transparently moved to the Vault.

One random token replaced each Excel cell being secured, and
each could be cut and pasted into other Excel files. For large files,
we designed a “burst mode” that efficiently moved thousands of
tokens back and forth in a single command.

This use case secures data in Excel documents:

-~ email ~

~ ~ cloud data
verify permission blockchains
change permission [ documents |

redact permission i i
[ Our tokens | < P > for < social media >
[secure data | corporate data

change data physical items
N redact data ) RFID/SIM
big data

- loTs ~
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Excel for financial services

Two columns were identified as needing security.

IEJ File Edit View Insert Format Tools Data Window Theft-Proof Data™ Help

a - | i [] 00 - Arial Pl - | EEES % v 5 O EESE| . D A
v #e Darryl L Smith

| C ! D | E [ F [ 6 [ H | g
1
2 Mortgage Fees Analysis
3
4 Loan Credit Monthly  Owverdue Late Other Total
5 Number Name Score Payment Payments Charges Charges Charges
b 2623762 |Darryl L Smith Ill 545-12-7683 740 3.441.60 5,883.20 172.08 172.08
[ 2778413 |Brendan R Cousins 165-73-1546 587 1,247 .58 25.00 25.00
B 2933064 [Lynn B Croshy 254-15-6567 603 1,477.02 -
9 3087715 |Frank B Wrong 476-17-1543 6aa 269592 110.00 110.00
10 3242366 |William S Bellows 546-12-5462 714 3,068.76 -
11 3397017 |Thomas A Smart 435124055 711 302574 3,068.76 151.29 151.29
12 3551668 |Terry F Young 512-41-0583 534 1,921.56 -
13 3706319 |David E Welsh 593-15-9384 GaT 268158 10.00 10.00

|\ J

Y

Sensitive information.
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Excel for financial services

The columns were highlighted.

Igﬂ File Edit Wew Insert Format Tools Data Window TheftProof Data™ Help
39 - & | |00 -8 Arial -0 EE=|8 % v WMEE DA

- # Darryl L Smith

| C | D | E | F G | H | J

1
2 Mortgage Fees Analysis
3
4 (- = 0 2rd el il
g he AMe 0 P g P 5 p Arge ArQe Arge
4] 2623762 |Darryl L Smith 545-12-T683 740 3.441 60 £,883.20 172.08 172.08
7 2778413 |Brendan R Cousins 165-73-1546 58T 1.247 58 2500 25.00
8 2933064 |[Lynn B Crosby 254-15-656T 603 1.477.02 -
g 3087715 |Frank B Wrong 476-17-1543 GE8 2 695 92 110.00 110.00
10 3242366 [William S Bellows 546-12-5462 714 3.068.76 -
1 3397017 [Thomas A Smart 435-12-4059 711 3.025.74 3.068.76 151.29 151.29
12 3551668 |[Terry F Young 512-41-0583 534 1.921.56 -
13 3706319 [[Dawvid E Welsh 593-15-9384 GET 2.681.58 10.00 10.00
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Excel for financial services

A drop-down menu instructed the plug-in to move the cells to the Vault.

The plug-in then displayed the cells in a different color.

@J File Edit Wew Insert Format Tools Data Window | Theft-Proof Data™ | Help

F-% - - | (b 100% B Arial | Theft-Proof Selected Cells D . My e A
Ch - e Darryl L Smith Settings...

1

2 Mortgage Fees Analysis

3

ld- (- = 0 2rd P el il

g he ATNE 0 P g P 5 p Arge Arge Arge

3] 2623762 |[Darryl L Smith B45-12-T683 740 3441 60 6.883.20 172.08 172.08

7 2778413 |Brendan R Cousins 165-T3-1546 587 1,247 58 25.00 25.00

g8 2933064 |[Lynn B Croshy 254-15-6567 603 1.477.02 -

9 3087715 |Frank B Vrong 476-17-1543 634 2 69592 110.00 110.00

10 3242366 William S Bellows B46-12-5462 714 3.068.76 -

1 3397017  |Thamas A Srmart 435-12-4055 711 3.025.74 3.068.76 15129 15129

12 3551668 (Terny F Young 512-41-05533 634 1.921.56 -

13 3706319 |Dawd E Welsh 593—15—_9334 637 2 61458 10.00 10.00




Excel for financial services

But users who did not authenticate and have permission saw nothing.

kKloke

E‘ﬂ File Edit Wew Insert Format Tools Data  Window TheftProofData™ Help ype a question for
-\ - @ wov - i Arial 0 S EESE($ % v w0 EE | B A
CB - e

A B | C | D | e [ F | 6 [ H | L
.1
2 Mortgage Fees Analysis
3
4 Credit Monthly Overdue Late Other Total
b Score Payment Payments Charges Charges Charges
) 2623762 IlL 740 3.441.60 6,883.20 172.08 172.08
7 2778413 587 1,247 58 2500 2500
B 2933064 603 147702 -
9 3087715 6E5 269592 110.00 110.00
10 3242366 714 3,068.76 -
11 3397017 711 302574 3,068.76 151.29 151.29
12 3551668 634 1,921.56 -
13 3706319 Ga7 2.681.58 10.00 10.00

Very important for CCPA control!!




U.S. 7,937,579

[ Secure Server  —om

2400
 Excel- Morigage Fees Analysis i
|
;EI Elle Edit View Insert Formal Tools Data Window Theft Proof Data Help TMR-PI'DOfDﬂ ] |
I&Iﬁi i‘ﬂvl@l@ 00% [-] . [ Aa o E=EES %) Y I FRIE-HA TIuﬂ-PruulSeImCellu B EIEE I E
[Darmyi L. Smifh UnThefi-Proof Selected Cells | |
a a c | [] | E | F | @6 H ] J = H 1 J
1 ] I | 1 Setings...
2 Mortgage Fees Analyﬂs 2 Hortgage H Server Status...
3 200, 2302 —, PN <IN I TN N N N <51 About
4 ' loan T oo Monthy | Overwe | late | Oter | Toal 3 a0~ B~ B
5 Name Number SSM Score | Payment | Paymenis | Charges Charges Charges 4 Loan Credit | Monthly Overdue Late Other Total
] Dayl L. Smith 2623762 | 545-12-7683 | 740 | 344160 | 686320 | 17208 17208 5 Neme Number SSN Score | Payment | Paymenis | Charges | Charges | Charges
7 Brendan R. Cousins | 2778413 | 165731546 | 587 | 124758 25.00 2500 & Damyl L. Smith 2623762 | 545127683 | 740 | 344160 | 688320 | 172.08 172.08
8 Lym B Crosby 2033060 | 254156567 | 603 | 1477.02 - 7 | | BrendanR Cousins | 2778413 | 16573156 | 587 | 124758 25.00 25.00
£l Frank B Wrong 3087715 476-17-1543 688 269592 110.00 110,00 ] Lynn B Crosby . 2033064 264-15-6567 603 147702 -
10 | | Wiliam S Bellows 3242366 | 546125462 | 114 | 306876 - 9 | | FrankBWrong | 3087715 | 476-17-1543 | 688 | 269582 110.00 110.00
11 || Thomas A Smart 3007017 | 435124050 | 711 | 302574 | 306876 | 15129 151,29 10 Wilkam $ Bellows 3242066 | 546125462 | 714 | 306878 -
12 Termy F Young 3551668 512-41-0583 634 1921.56 - 1 | ThomasA S ok _435_12'4059_ ™ 302574 3,068.76 151.29 151.29
\ A A -
. » 12 Temry F Young 512410583 | 634 | 19215
Sensilive data that Data that does not contain sensitive data
must be protecied. and may be accessed by anymore, FIG. 24A
FIG. 23
Secure Server 204
Microsoft Excel- Mortgage Fees Analysis
0] Fle Edt View Inset Format Tools Data Window TheftProofData  Help
Q%@ | B[100%]], [ A RO =SS %3 4% FElM-H-A
L5 I |
A B c | D [ E ] F T @ H 1 J
1 I | | |
2 Mortgage Fees Analysis
3
4 Credit Morthly Overdue Late Other Total
5 Score | Payment | Payments | Charges Charges Charges
6 740 | 344160 | 688320 | 17208 17208
7 SO R, e e ] 587 1,247.58 25,00 25.00
8 603 | 1477.02 -
g T e e e e T T m z'm'm 110'“’ 110.“:
0] [ T4 | 306876 .
1 71" 3,025.74 3,068.76 151.29 151.29
12 634 | 19215 -
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ai-driven security

Another example: Cloud-based apps

Mail
Contacts
Tasks

Compose mail

Inbox
Priority Inbox
Sent Mail
Drafts (3)
All Mail
Smore¥

@ Doug Peckover

Search, add, orinvite

+

Show search o)
Search the Web Show search o

Search Mail Create = filter

U. 8. Patent Attarney - 52900 Non-Prov Patent Application - 20 Yrs Experience & Examiner. DFW

«BacktoInboX = Archive Reportspam | Delete = ® | (= Movetow | Labelsw

RESPONSE REQUESTED - Our File No.: DTLB:2000 . |x Inbox |X

Yanela Carpenter to me, dchalker Iar 18 ﬁ 4 Reply

Dear Mr. Peckover:

This is a follow up correspondence regarding the upcoming deadline to enter the
Mational Phase for this application. Please let me know if you have any questions
regarding this matter.

| await your kind reply.

Yanela

Gmail
Mail
Contacts
Tasks

Compose mail

Inbox.
Priarity Inbox
Sent Mail
Drafts (3)
All Mail
Smore¥

< Doug Peckover

Search, add, or invite

; Show search o
Search Mail Search the Web Create 3 filter

L. 5. Patent Attorney - $2900 Mon-Prov Patent Application - 20 Yrs Experience & Examiner. DFW

«BacktoInbox  Archive Reporispam = Delete € | = Movetow  Labelsw

RESPONSE REQUESTED - Our File No.: DTLB:2000 [ | Inbox |X

Yanela Carpenter to me, dchalker Mar 18 (9 4 Reply



Databases (borrower data, HR records)

» This is column-level control for data breach-safe, ransomware-
safe, quantum computer-safe, and GDPR/CCPA-safe at the table
column level (although individual fields in a record can still be
processed differently).

 This can be controlled in the app (using Kloke APIs) or within the
database.

kKloke
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Corporate databases

This use case has token security maintaining medical data in an
Oracle database. Selected encrypted fields were converted to
token security in a progressive manner to avoid any interruption in
daily operations. No programming changes were required.

This use case secures, changes, and redacts corporate data:

~ email ~

- ~ cloud data
verify permission blockchains
change permission documents

redact permission > social media
for < >

Our tokens
(ou )< [ corporate data |

secure data

change data physical items
q redact data ) RFID/SIM
big data

loTs



Corporate databases

The screen on the left shows the content of the Oracle
database after token security was added, so a breach
does not put sensitive data at risk.

p# 0312948 Emp# 0312948
SSN SSN 756-98-2766
DOB DOB 1975/09/13
Name Name Julie J. Holmes-Bridges
Address Address 2532 Victory Ln.
City Richardson City Richardson
State Tx State Tx
Zip 75080 Zip 75080
Date |Code| Description Amount Date |Cade| Description Amount
200112724 CT  Carpal Tunnel 500,00 200112724 CT  Carpal Tunnel 500,00
20031146 U Laceration Injury 450.00 20031116 U Laceration Injury 450.00
2005/05f06 BT  Blunt Trama 1654.00 2005/05f06 BT  Blunt Trama 1654.00
Total 2604.00 Total 2604.00

Kloke

ai-driven se curty
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ai-driven security

U.S 7,937,579

| HR Medical Ctaim System ™ =lEa] HR Medical Claim System [ =[]
wn [ > ]| [ =_Jwo [ > ]
Emp# 031248 Empé 0312848
_—BSW 640-04-516 T — _—SSN 756-98-2766 o
/~ DOB 9226344cad N\ " DOB 19750913

Name 90a66Bd27035fbd6BdEcI%e83bfefITs

Name Julle J. Holmes-Bridges

. Address 0323723782a5812410811cf3985015a1240e018”

Address 2332 Victory Ln.

_City_Richardson ——

~~_City Richardson __.__,_,_//

State Tx State Tx
Zip 75080 Zip 75080
Dale | Code | Description [ Amount Date | Code | Descrigtion | Amount
200112124 CT  Carpal Tunnel 500.00 2001112124 CT  Carpal Tunnel 500,00
200311118 U Laceration Injury 45000 200011116 L Laceration Injury 450,00
200505106 BT  BuntTrama 1654.00 2005/05/06 BT  BluntTrama 1854.00
Total 2604.00 Total 2604,00




Comments:
 Kloke is data-type and data-source agnostic.

* PIlI in non-government apps must treat this information
differently (GDPR/CCPA).

» Kloke’s ransomware protection protects all files.

kKloke
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Another cloud example

The most common reason for people quitting Facebook is its lack
of privacy, and 1 in 8 will pay $25/year for this privacy. The
challenge is making data in third party servers private (Sophos
Research calls this “technically impossible”).

This use case secures data in Facebook to make it private:

~ email ~

- ~ cloud data
verify permission blockchains
change permission documents

redact permission social media
> (for < [ ] >

Our tokens
[ ) < corporate data

[ secure data |

change data physical items
q redact data ) RFID/SIM
big data

loTs



Another cloud example

These screenshots are from a Facebook conversation
between two friends, where Lynn made some derogatory
comments about her boss.

Lynn used a browser plug-in to specify that this comment
could only be seen by friends with permission.

m Lynn Crosky A\l Lynn Crosky
My boss is such an idiot!!!! ‘ —
F' ‘.l Janet Bourke 7’ ﬁ! Janet Bourke
2 Ok, I'm sorry to hear that. 2 Ok, I'm sorry to hear that.

A video of this use case can be seen here.

Note that this plug-in can be used to make the data
entered into any Website private and secure.

Kloke

ai-driven se curty


https://www.youtube.com/watch?v=jtDXaBLatUc&t=3s

